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Abstract

Manyintrusionsinto computersystemsarget specific
applicationswith an intentto stopthemfrom function-
ing properly Thetraditional securityengineeringap-
proach attemptsto secue the infrastructue: the hard-
ware, the networkand opermating systemwith the goal
of preventing sudh attads getting through to any ap-
plication running on theseplatforms. We proposea
complementaryappoad that aims to ensue the ap-
plications’ continuedability to provide useful service
despitethe ongoing attadk(s). This appmoac, called
defense-enablingusesan adaptivemiddlevare to co-
ordinate servicesof multiple medanismsthat are not
normally part of theapplication’s functionalobjectives.
Theconcepbf defense-enablinig presentedn detailin
a companionpaper[29. Defense-enablingn applica-
tion involvesfocusingon a setof attacks, developinga
strategy to defendagainsttheseattadks and systemati-
cally incorporating the strategy in the application. The
topic of this paperis thetechnology underlyingthe con-
cept.Wewill showhowserviceof variousmedanisms,
organizedand coordinatedby an adaptivemiddlevare,
supportthe implementatiorof an application’s defense
strategy. We believe that the increasedresilienceob-
tainedby defense-enablingouldbe significantfor crit-
ical military applications.

1. Intr oduction

By defense-enablingve meanfortifying distributed
applicationswith increasedesistanceo maliciousat-
tackseventhoughthe ervironmentin which they runis
untrustworthy. In orderto defense-enablan applica-
tion, onefirst identifiesthe attacks(usuallya small part
of theuniverseof all possibleattackghatcanpotentially
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be mountedon the application)that are critical for the
application. Thena defensestrategy is developed,fo-
cusingonthesetof attackstheapplicationis attempting
to defend. In orderto supportan applications defense
stratgy, one may needthe servicesof multiple mecha-
nismsthatare not necessarilyntegral part of the appli-
cation.Toimplementhedefensestratayy, theseexternal
mechanisms;alleddefensenetanisms areorganized
andcoordinatedvia anadaptie middlevare.Oneof the
objectivesof defense-enablinig systemati¢asopposed
to ad-hoc)integrationof a defensestrateyy with the ap-
plication, requiring minimal changesn the application
code.

Defensestratgyiesvary in their objectives. Examples
of different strat@y objectives include counteringthe
attack,working aroundthe attack,imposinga stronger
barrieragainstfuture attacksetc. Variousaspect®of the
systemincluding applicationlevel behaior, QoS man-
agementand organizationand configurationof infras-
tructureresourcesnay be affectedandalteredby a de-
fensestratayy.

In theory arny mechanisnwhoseservicesare useful
in implementinga defensestratgy can potentially be
usedas a defensemechanism. In practice, however,
onehasto overcomethetechnicalchallengeof integrat-
ing diverse(andoften conflicting) mechanismskor de-
fense we have usedboth standardsecuritymechanisms
and other mechanismsadaptedfor securityends. Ex-
amplesof securitymechanismsisedasdefensemecha-
nismsincludeaccessontrol, pacletfiltering andintru-
sion detectionmechanisms Among the defensemech-
anismsthatarenot securitymechanismsrereplication
managemenandbandwidthmanagemenmechanisms.
Defense-enablingn this sensecanbe thoughtof asa
3rd generationsecurity (3GS) approachto survivabil-
ity sinceit attemptsto useservicesof multiple mecha-
nisms,including securitymechanism&om earliergen-
erations,in an adaptve manner In a companionpaper
[29] we have describedheconcepbf defense-enabling.



In this paperwe presentheimplementatiorsupportbe-
hind defense-enablingndshaw, by meansof anexam-
ple, how onecandefense-enablanapplication.

We argue that defense-enablingan significantly in-
creasethe probability of the applications survival and
continuedoperationduring cyberattack.In addition, it
enableghe ideasof partial operationand prioritization
of applicationcomponentainderdeterioratingcircum-
stancesas part of the applications designprocess.In-
housetestingto dateindicatesthatthereis a significant
improvementundercertainkinds of attacksover appli-
cationsthat are not defense-enabled)efense-enabling
anexisting applicationwasnotundulycomplicatedand
a defense-enabledpplicationsurvived the attacksthat
theoriginal applicationcould not.

The paperis organizedas follows. First, we intro-
ducetheexampleapplication ASM (shortfor Air Space
Monitoring), usedto motivate the conceptof defense-
enablingandto describethe technologyunderlyingthe
concept. Thenwe presentthe technicaldetailsof how
defensestratgyies can be supportedby using the mid-
dlewareto organizeandcontrol the servicesof defense
mechanisms.This is followed by a discussionof how
servicesof variousdefensemechanismganbe usedin
defense-enablingFor this purposewe will usea rep-
resentatie sampleof differentkinds of defensemech-
anismsthat we have experimentedwith so far. Next
we describehow the ASM applicationcanbe defense-
enabledusinginstancesof someof the defensemech-
anisms. We concludethe paperfollowing brief discus-
sionsof someof theissueswe planto addressext and
relatedwork.

2. Air SpaceMonitoring: A Motivating Ex-
ample

The ASM applicationsimulatesthe computationof
an enemyaircraft position and displaysit graphically
Fromthedefenders perspeciie, it is importantto know
the exactlocation of the enemyaircraft all the time so
that appropriatecountermeasurecan be taken. From
the enemyperspectie, however, animportantobjective
may be to prevent the ASM from depictingthe accu-
rateposition.We have choserthis exampleasrepresen-
tative of critical applicationsthat may becomeimpor-
tanttargetsof cyberattackin atypical asymmetriovar
fare'scenario Thesekindsof applicationsarebecoming
increasinglydistributed and interconnected.They are
being developedusing COTS hardware and software,
falling far shortof atrustedcomputingbase.Thesefac-

1We have usedthis term informally to denotea situationwhere
traditionalmilitary capabilitiesof the conflicting partiesdiffer widely
however, they arenearly equalin termsof software andinformation
technologicatapabilities.

tors actuallymale it easierfor the attaclersto achieve
their objectie.

Figure 1 describeghe structuralorganizationof the
ASM example. Boxesindicateapplicationobjects;and
the objectat thetail of anarrow usesthe servicesof the
objectat the head. In this example,softwareis usedto
simulatecertainphysicalentitieslik e radarsor aircrafts:
the simulatorobjectsimulatesa single aircraft andthe
sensolobjectssimulatetwo stationaryradars.However,
other objectsand the inter-objectinteractionare fairly
typical of a commandandcontrol application:the data
sensedy thetwo radarobjectsarefed to the database,
that fusesthe datato computethe actualcoordinateof
the aircraft. This coordinateis thendisplayed,relative
to the positionsof the two radars. The applicationalso
hasaninteractive consolethroughwhich administrators
canobsenre andmodify the sensoiperiods.

Figure 1. Schematic diagram of the ASM ap-
plication

This applicationis vulnerableto variouskinds of cy-
berattacks.Without gettinginto a formal andrigorous
securityanalysis,let us notea few obvious attacksthat
can causesignificantdamage. An attacler may akuse
the administratve interfaceto changethe sensormperiod
to avery high value,causingthe displayto show incor-
rectpositionsmostof thetime. He may evenalusethe
interfaceof the databas®bjectto inject baddatain the
system Finally, hemaytry to kill processethatarecrit-
ical to the application for examplethe databaseThese
arethe kinds of attacksthat defense-enablingf ASM
will focuson. We will revisit the threatsto the ASM
applicationlaterin Section4.



3. Implementation Support for Defense-
Enabling

This Sectionhasthreeparts. In the first partwe dis-
cusswhy middlewareis theright placeto organizede-
fensestratgiesandintroducethe QuO(shortfor Quality
Objects)adaptive middlevarethatwe have usedfor this
purpose.In the secondpartwe discussseveral generic
mechanismsvhoseservicesareusefulin supportingde-
fensestratgjies. We alsodescribespecificmechanisms
thatwe have usedasrepresentatie samplesn termsof
example defensestratgies. The defensemechanisms
neededto supportthe defensestratey of an applica-
tion andthe adaptve middleware that is usedto coor
dinateandcontrolthem,arevulnerableto attacksghem-
seles. In particular attackson the middlewareor a de-
fensemechanisntan subvert the defensestrategy they
aresupporting.In the last sectionwe discussthe issue
of protectingthe adaptve middlewvare andthe defense
mechanismagainsiattacks.

3.1 Organizing Defensie Strategiesin the Mid-
dleware

In the specificcontext of a particularapplicationand
a particular attack, the broad objectives of a defense
stratgyy usually getstranslatednto a setof behaioral
or service-orientedas opposedo functional) require-
ments. Theserequirementsaffect the way the applica-
tion is deployedandconfiguredandtheway it usessys-
temsresourcesanddeliversits services For example,in
thecontext of the ASM applicationthedefensestratgy
of counteringan attackthat attemptsto kill application
objectsmayrequireapplicationobjectsto bereplicated.
This meanghatmultiple replicasof asingleapplication
objectneedsto be deployed on multiple hosts. For an-
other examplein the context of the ASM application,
considerthe attacksthat attemptto maliciously akbuse
theinterfacesof the applicationobjects(i.e. invoke ale-
gitimateoperatioron anobjectwith wrongdataor atthe
wrongtime or sequence)Onestratg)y to defendagainst
suchattacksis strictly controlwho caninvoke whatop-
erationonwhich object(i.e. accessontrolat the object
level).

As explainedin [29], the attacler and the applica-
tion both contendfor theresourcesandonekey criteria
of successfutlefenseis the ability to continuedespite
changesn theernvironmentcausedy theattack.Under
thesecircumstancegyuttingup a staticnumberof repli-
casor usinga fixed accessontrol policy may not be a
verysuccessfustratgy. Theinitial deployment,config-
uration, resourceallocationandservice-delrery set-up
of anapplicationwill needto adaptdynamically Conse-
qguently requirementgeneratedrom thedefensestrate-

giesofteninvolverecognitionof environmentalkchanges
and dynamicreactionto thesechanges. For example,
undersevereresourcedepletioncertainoperationsof an
applicationwill be madeunavailable. Anotherexample
involving adaptationinvolves migration of application
objectsfrom a hostassoonasan attackon the hostis
suspected.

Thesstratgic adaptationsieednot alwaysbereactie,
i.e. in responseo someevents. A defensestratey
may involve pro-active adaptationaswell. For exam-
ple, to counterthe attackon a service,onemay include
multiple objectsproviding thatserviceandperiodically
switchtheserviceprovider pro-actvely.

Note that theseare part of an application’s defense
stratgy. Applications must be able to exercise the
awarenessand control requiredto effectively carry out
theseadaptationsindividual defensemechanismsnay
provide specificawarenesgfor example,Intrusion De-
tectionSystemsr resourcemonitors)or control (for ex-
ample pacletfiltering mechanismsr firewalls) or both
(for example,replicationmanagemensystem). To be
practical, defense-enablingenerallyinvolves defend-
ing againstmultiple kinds of attacks.This usuallymean
thatthe defensestratgy of an applicationis a compo-
sition of multiple componentwith varying objectves.
As a result, the implementationsupportfor defense-
enablingmustbeableto integrateandcoordinateamong
multiple defensemechanismsn the context of a dis-
tributedapplication.

It is possibleto constructheadaptatiorandcoordina-
tion requiredto implementthe strategjiesat the applica-
tion level, exercisingthe capabilitiesof defensemech-
anismsdirectly from applicationcode. However, this
ad-hocapproachis not reusableyiolatesseparatiorof
concernbetweenfunctional and survivability aspects,
andleadsto unwieldy and customcode. A bettersoft-
wareengineeringoracticewould beto utilize a middle-
warelayerthatlies betweertheapplicationandsystems
resourcego implementthe adaptation. Integration of
a defensemechanismwith the middlewvare brings the
awarenessand control closerto the applicationand at
the sametime, survivability aspectsf the application
are kept separatdrom the functional aspects.We be-
lieve that recentadvancesin adaptve distributed mid-
dleware technologyhave reachedhe level of maturity
whereone canachieve this kind of integrationand co-
ordination systematicallyand without much difficulty.
QuO (shortfor Quality Objects)is an exampleof such
middleware,which we areusingasanenablingtechnol-
ogy to supportdefensestratagyies. Detaileddescription
of QuO canbefoundin [31, 11, 28, 13, 22, 19]. In the
next sectionwe present brief overview.

It shouldbe noted,however, that differentpolicy ob-



jectives may have conflicting interestsand the defense
mechanismghatoneintendsto integratemayhave con-
flicting operatingconstraints. Defensemechanismgo
consumeresourcesand sometimest may impact the
applications performanceaswell. Identifying andre-
solving suchconflictsarenot necessarilypartof the ad-
vancedmiddleware, which providesthe basicintegra-
tion andcoordinationcapabilityandadaptatiorsupport.
Currentlywe assuméhatasystemanalystwill studythe
survivability requirementso identify andresole poten-
tial conflictsandproducethe behaiioral andserviceori-
entedadaptatiorspecificationusing the adaptve capa-
bilities providedwith QuO or similar infrastructure.

3.1.1 Overview of QuO The distributed object
computing(DOC) paradigmasexemplifiedby CORBA
[18] or Java (RMI) is the mostadvanced mature flexi-
ble context availabletodayfor the developmenbf large-
scale network-basedsystems.

DOC middlewareeffectively hidesmary of the com-
plexities of distributed computing, exposing only the
functional interfacesof components. However, mary
critical applicationsoften have strict security depend-
ability, and real-time performancerequirementsand
mustcontrol or reactto how servicesaredelivered,not
just to what servicesare delivered. DOC middleware
falls shortin providing supportfor theserequirements,
and hencecritical applicationsare often programmed
aroundthe distributed objectinfrastructure effectively
gaininglittle or no advantage€rom themiddlevare.The
problemgetsworsewhenan applicationis distributed
overaWAN, whichis inherentlymoredynamic,unpre-
dictable, and unreliablethan a LAN. Quality Objects
(Qu0O), a DOC framework for implementingadaptie
distributed applications,is being developedin attempt
to addresshesessues.

The QuO functional path, illustratedin Figure 2, is
a supersebf the CORBA functional path. The operat-
ing regionsandservicerequirement®f the application
are encodedin contracts which describethe possible
statesthe systemmight be in andactionsto take when
the statechangesQuOinsertsdelegatesin the CORBA
functional path. The delegatesprojectthe sameinter
facesas the stub (client-side delegate) and the skele-
ton (sener-side delegate),but supportadaptive behar-
ior uponmethodcall andreturn. Thatis, the delggate
checksthe stateof the system,asrecordedby a setof
contractsandchooses behaior baseduponit. System
conditionobjectsprovideinterfacedo systenresources,
mechanismsand managers.They are usedto capture
the statesof particularresourcesmechanismspr man-
agersthat are requiredby the contractsandto control
themasdirectedby the contracts.

Figure 2. The QuO Remote Method Call
Model

QuO provides a suite of Quality Description Lan-
guageqQDL), similar to CORBA's Interface Descrip-
tion Language(IDL), and code generatorssimilar to
the stubandskeletongeneratorof IDL compilers,for
describingand generatinghe componentf QuO ap-
plications[11], [13]. In addition,QuO providesa run-
time kernel,which coordinatesontractevaluationand
provides other runtime QuO services[28]. QuO also
providesanextensve library of instrumentatiorprobes,
as well as the supportto insert them throughoutthe
remote methodinvocation path, for gatheringperfor
mance statistic,andvalidationinformation.

QuO alsoprovidesa generalobjectgatevay compo-
nent,which supportsnterfacingto below-the-ORBQo0S
mechanism&nd special-purpos¢ransportsaswell as
providing a lower level point for objectlevel decision
making. The objectgatavay, describedn more detail
in [22], interceptsllOP message$rom the client side
ORBanddeliversllOP messagew thesenersideORB
(on the messagesend;on the messageeturn the pro-
cessis reversed).In themiddle, it performsappropriate
adaptatiorcontrol andtranslateshe IIOP into the spe-
cial purposdransporprotocol(e.g.,groupmulticastin a
replicated dependablsystem).Proteug4] andDIRM
[1] aretwo examplesof QoS propertymanagersising
belov-the-orb mechanismsthe first one is a depend-
ability managemendystemthatusesreplicationandthe
otheroneis a bandwidthmanagemensystemthatuses
RSVR



3.2 Individual Mechanismsand Their Support
for DefenseStrategies

3.2.1 Replication Management  Mechanism
Replicatingkey component®f anapplicationincreases
the applications ability to withstand certain kinds of
attacksthat attemptto make individual components
unusableby the rest of the system. If one replicais
takendown theapplicationcanrely ontheotherexisting
replicasto provide continuedservice.Replicationman-
agemensystemsy/ary in their ability to toleratetheway
replicascanfail (e.g. crash,value or Byzantine). De-
pendingon the underlyingfailure model, a replication
managemensystemmay be able to maintain service
availability as long as a certain number of replicas
have not failed. It may alsobe possibleto dynamically
changethe replication managemenstratgy. Failure
reportsobtainedfrom replicationmanagemensystems
canbeusedto trackabnormafailure patternsndicative
of a potentialintrusions[12. Here are someexamples
of how the servicef atypical replicationmanagement
systemmaybeusedin adefensestrateyy:

increaseof replicationlevel to increasethe proba-
bility of the applicationssurvivability whensome
hostsare suspectedo be compromisedyy the at-
tacler

migrationof replicasfrom onehostwhenthathost
is underattack

startvoting on responsesinsteadof acceptingthe
first responsewhen attackon somehostsis sus-
pected(i.e. changereplicationmanagemenstrat-
egy)

We have usecdthereplicationmanagemerfacilities of
the Proteusdependabilitymanager[$ asa representa-
tive exampleof usingreplicationmanagemenasa de-
fensemechanism. Proteusis built on top of the En-
semble6] groupcommunicatiorsystem.We have used
Proteus’CORBA interfacedo integrateit with the QuO
systemconditionsbringing both avarenessand control
of the replication managemenaspectdo the adaptve
middleware.Figure3 shavs a schematiaiagramof us-
ing Proteusasa defensemechanism.

3.2.2 Intrusion DetectionSystemdIDS) Effective
executionof defensve stratgiesdependon timely de-
tection of attacks. Servicesof off-the-shelfIDSs can
be enlistedfor this purpose. Since most attackstend
to consumeor corrupt resourcesanomalousvariation
in the availability andquality of availableresourcesas
reportedby othermechanismsuchasa replicationor
a bandwidthmanagementmechanismgcan supplement
the detectioneffort. Most often intrusion detectionis

Figure 3. Integrating Proteus with the applica-
tion via the QuO middleware

usedasan adaptatiortrigger. For instanceanIDS in-
dicatesthata network is underattackanda firewall re-
configurationresults. However, a defensestratgy may
triggerfocussedntrusiondetectiomactivity aswell. For
instance pbservingunusuallysluggishresponsdrom a
CORBA object , thestratggy maydemandanIDS like
Snortto log andanalyzetraffic to  ’s hostandport.

We have experimentedvith two COTS IDSsasrepre-
sentatve samples:

1. Tripwire[8], which detectsmodification to disk
files thatshouldnot be modified:;

2. Snort[2], which detectsknown attacksignatures
in network traffic.

It shouldbe notedthat the intrusion detectionsystems
do notgenerallyexport a standardizeéhterface.There-
fore,we have hadto defineour own adapteinterfacefor
interactingwith them. For eachindividual IDS we wish
to integratewe createacustomwrapperaroundthatIDS
thatimplementshe adapteinterface.

Figure4 depictstheinformationflow betweerthe ap-
plication and variousIDSs (and network paclet filters
which arediscusseadhext) throughthe QuOmiddleware.

A simple stratgy involving the servicesof Tripwire
mayrequirethat Tripwire monitorsthefiles thatcontain
theapplicationexecutablesthe cryptographidkeys, and
otherapplication-specifidata.Similarly, a simplestrat-
egy requiringthe servicesof Snortmay call for moni-
toring traffic into all applicationhosts. An exampleof
a non-trivial stratgy that requiresthe servicesof both



Figure 4. Integrating IDSs and Network

Packet Filters via QuO

Tripwire andSnortis to startscanninga particularhosts
file systemby Tripwire if Snortdetectsuspiciousactiv-
ity in thathost.

3.2.3 Packet Filtering  Paclet filtering with a fire-
wall is a capability that can be usedas part of imple-
mentinga defensestratgy. Off-the-shelfmechanisms
thatoffer pacletfiltering servicexanbeintegratedwith
an applicationas defensemechanisms.Currently we
do this only on Linux platforms by interfacing with
Linux kernels built-in pacletfiltering capabilityvia the
i pchai ns command.

For integration with QuO, i pchai ns has been
wrappedwith a CORBA interfaceusinga variation of
the architecturehat we usedfor integratingIDSs with
QuO systemcondition objects. One differencehereis
that the wrappersimply encapsulatethe capability to
instantiatei pchai ns ruleswith specificfiltering pa-
rameters;jn the IDS caseindividual processesunning
thelDS wereto bewrapped A simplestratgyy thatuses
pacletfiltering is to block all traffic from a hostthathas
sufferedrepeatedtrashesf applicationprocessegand
thereforejs suspectedf beingunderattack).An exam-
ple of a more comple stratey will be to useSnortto
detecttheorigin of pacletfloodingandusei pchai ns
to blockthatflow. Notehoweverthattheeffectivenesof
this stratgy depend®n wherethe blocking takesplace
andwhethenwe areableto identify thereal IP source It
will bemoreeffectiveif we couldblocktheflow closeto
its real origin. If the attacleris spoofing,thenthis may
leadto blockingapplicationlevel interaction.

3.2.4 AccessControl Mechanisms Accesscontrol,

includingcryptographianechanisms;anbeusecto de-
fendagainst@anintruderwho triesto masqueradaspart
of theapplication.If anaccessontrolmechanisnmuses
cryptographidkeys to authenticatehe client andsener

for eachinvocation, and checksaccessrights against
a global policy, it will preventthe intruder (who does
not have a legitimatekey), trying to invoke the applica-
tion’s CORBA methodddirectly. An intruderwho tries

to modify or replay CORBA methodswill be blocked

by digital signature@ndsequenceumberingunderthe

assumptiorthat the signaturecannotbe forgedandthe

attacler will not have theright keys to resignthe modi-

fied content.

Figure 5. Using QuO to dynamically change
OO-DTE policies

We have usedanaccessontrolmechanisnbasedon
OO-DTE[2], which providesalanguagdor describing
accessightsto distributedobjects enforcementf those
rights using SSL[14, and a mechanismfor distribut-
ing policy updates. We cannotusethe SSL enforce-
menthowever, becaus¢he SSL protocol,beinga point-
to-point protocol, conflicts with the Ensemblegroup
communicatiomeededor dependabilitymanagement.
Therefore ,we have modified the OO-DTE mechanism
suchthatinsteadof usingSSL,CORBA communication
is digitally signedand verified using the Jasa Crypto-
graphicExtensions[2]. This works well with the En-
semblegroup communicationsystem. Accesscontrol
canbeusedbothfor preventionandadaptation Appro-
priately configuredaccesscontrol policy actsasa first
layer of defenseof applicationobjectsagainstattacks
that attemptto get unauthorizedaccessto application



functionality. It canalsobe exploited by the QuO mid-
dlewareto dynamicallychangeaccessontrol policies.
As shavn in Figure5, QuO control canbe usedto set
thecurrentlyactive policy (oneof , ..)andCORBA
interactionswill besubjectto thepolicy thatis currently
active. This is doneby usingthe CORBA interfaceto
the OO-DTE policy distribution mechanism.A simple
examplethatinvolvespolicy changesnaybeto disable
accesdo highly privilegedmethodsvhenunderattack.

3.2.5 Mechanismsfor Supporting Diversity asa De-
fense Strategy Often time attaclers target vulnera-
bilities of a specificinfrastructuresuchas a particular
hardware platform, a particularOS or evena particular
application(suchOutlook). One effective survivability

stratey is to introducediversity so thatthe application
canswitchto alternatvesfor the same(or similar) ser

vicesthat the attacled infrastructureprovides. For in-

stancaf anattaclertarmgetstheNT operatingsysteman
effective stratgyy would be to migrateapplicationcom-
ponentsfrom NT hoststo non-NT (suchas Linux or

Solaris)hosts. Also, attacksare oftenlocalized,for in-

stanceto oneLAN segmentor oneLAN. A usefulstrat-
egy is to move away from the infected network. The
actualmeansto supportthesekinds of stratgies vary
widely dependingon the natureof the diversityandthe
applicationcontext. As a simpleexample,considerin-

sertingplatform diversityin a simple CORBA applica-
tion. This can be achieved by implementingand de-
ploying applicationobjectson the intendedplatforms.
In this case thedevelopmentanddeploymentplatforms
may be thoughtof asthe “mechanism”,but really it is

consciousdecisionsmadeduring the developmentand
deploymentprocesghat introduceddiversity. In some
casesptherdefenseanechanismsanprovide usefulser

vice for diversity stratgyies. For instancea replication
mechanisrmaware of the platformandgeographidoca-
tion of replicascanbeusedto strategyically placeandmi-

gratereplicason demand Proteuspur currentchoiceof

replicationmanagemensystem,doesnot supportplat-
form or geographidiversity. However, somedegreeof

platform andgeographidiversity can be supportedby

the QuO middlewareitself. QuO middlevarenow runs
on NT, SolarisandLinux operatingsystemsAnd since
it is CORBA basedadaptve stratgies suchas switch-
ing from anNT senerto aLinux sener (or from NetA

senerto Net B sener) is straightforvard to implement
in QuO.Unlike areplicationmechanismhowever, this
QuO implementationdoesnot addresdssueslike syn-
chronization statetransferandmessagerderingamong
theNT andLinux sener.

3.2.6 UsingApplication Centric Adaptation asaDe-
fense Mechanism Several componentof a defense

strateggy may involve applicationlevel adaptation. For
instance o copewith an attackthat captureshe CPU
resource®f a sener, a client may startsendingfewer
requestso thatsener, mayusecachedvaluesinsteadof
issuinga remoteinvocation,or may startusinga differ-
entsener. A middlevarethatsupportsadaptie beha-
ior canbe usedfor this purpose.The QuO middleware
thatwe usefor integratingdiversedefensamechanisms,
asdescribedearlier providesa systematiovay to im-
plementapplicationlevel adaptatiorthroughits contract
mechanism.

3.3 Protecting the Mechanisms

Any nev mechanisnthat we integrateas a defense
mechanismcan bring in potential nenv vulnerabilities
to the application. Therefore,it is importantto pro-
tectthe mechanismshemseles In additionto protect-
ing the application,OO-DTE is usedto control access
to the QuO machinery including all systemcondition
objects,the QuO kernel that maintainscontracts,and
somedefensemechanismdike Proteus. This protec-
tion of the defensemechanismghemseles is possi-
ble because¢hosemechanismsise CORBA to commu-
nicateand OO-DTE protectsCORBA communication.
More important, though, thesemechanism®ffer only
CORBA interfacesmakingthe OO-DTE accessontrol
moredifficult to circumvent. To bypassit, an attacler
musteitherfind a flaw in the CORBA implementation,
in ourimplementationpr attackoneof theseprocesses
using“root” privilegeonits local host. Suchattacksare
no doubt possible,but this level of defenseforcesthe
attaclerto work harder

Otherdefensamechanismarenotsoeasilydefended.
For example,a manageifor communicatiorbandwidth
suchasRSVPcanbeusedto counteranetwork flooding
attackby reservingbandwidthfor the defense-enabled
application. RSVP can be given a CORBA interface
and“protected"with OO-DTE,but unfortunatelyRSVP
offers otherinterfacesthat an attacler canuseto dery
bandwidthto the application.Thus,the defensamecha-
nism canbeturnedto the advantageof the attacler. For
this reasona QoS managemustoffer somedegreeof
trustworthinessheforebeingusedfor defense-enabling.
In the caseof RSVR atrustedvariantis underdevelop-
mentin the ARQoSproject[3(.

2The idea of protectingthe defensemechanismshouldbe con-
trastedwith the basicassumptiorof our approachnamely the envi-
ronmentin which applicationsrun are untrustvorthy. A legitimate
guestionis why then,onewould trustin the protectionof the defense
mechanismsVe ague that we have betterlikelihood of successn
protectingthe defensemechanismshanthegeneracomputinginfras-
tructurebecauset hasa small scope,tagetedfocus and controlled
integrationanduse.



4. Defense-Enablinghe ASM

In this Section, we first describethe threatsto the
ASM applicationthatwe considerediefendingagainst,
elaboratingon the example attackswe introducedin
Section2. Thenwe describethe stratgy we devised
for defense-enablinthe ASM againsthesethreats.Fi-
nally, we describehow thevariousdefensamechanisms
areintegratedin the applicationin a fairly comprehen-
sive but abstracimanneyomitting code-level details.

4.1 Threats

In this demonstrationof defense-enablingwe are
concernedwith the following threekinds of threatsto
the ASM application.

Theenemymaytargetthecomponen{CORBA ob-
jectin our example)that receivesthe administra-
torscommandandissueit requestdik e settingthe
sensormeriodto 0 or a very high number If suc-
cessfulthis meanghatthe next re-computatiorof
thecurrentpositionneverhappen®r happenvery
late, makingthe ASM applicationlessuseful. Al-
ternatvely, they maytargetthedatabasandinvoke
write operationsvith baddata. Thesearerepresen-
tative of the generaproblemthatcanbe causedy
maliciousabuseof legal operations.

The enemymay inject baddatain the ASM’s data
flow (sensoto databaséo display)sothatawrong
positionis ultimatelydisplayedonthescreen.This
representthegenerapaclketreplayandotherman-
in-the middle attacksthat hijack ongoing TCP/IP
sessions.

Theenemymaytry to take downthewholeapplica-
tion by systematicallykilling critical objects.This
representsheattacksin which attaclersobtainad-
ministrative or root privilegein a machineandtry
to kill applicationprocessesAn importantaspect
of thiskind of attackss thatif onehostcanbeinfil-
trated,it is likely thatmary othersthataresimilarly
configuredcanalsobe compromised.

4.2 Strategy

To protectagainstaluseof legal operationswe use
accesscontrol at the object level: without a proper
crypto credentialno inter-objectoperationwill be per
mitted. We assumehatthesecredentialsarenot forge-
able and are distributed before the applicationis run
by a separatandtrusted(perhapsmanualand off-line)
method.

To protectagainstthe man-in-the-middlekind of at-
tacks, we use digital signatureson the IIOP paclets.

This will preventthe attacksthattargetthe IIOP proto-
col, whichwill covertheapplicationdata(i.e. thesensed
data, aircraft coordinate valuesreadfrom and written
to thedatabasetc.),but will not protectagainstattacks
thattargetthe TCP protocol. We assumehatlowerlevel
protection(suchasIPSEC)will be prevalentin the fu-
ture preventingthesekinds of attacksin the TCPlayer.

To protectagainstheattacksn which theintruderat-
temptsto Kill off applicationprocessesve replicatethe
key databasebject. Databasés the objectthat main-
tainsthe critical information of the ASM and without
it the applicationcannotcontinue. Other objectslike
the administratve consoleand the display have a hu-
man user (i.e. their loss can be detectedeasily), and
they canbe stoppedand restartedwithout loss of crit-
ical data. The remainingobjectsin the ASM applica-
tion namely thesimulatorandsensoraresimulatorsfor
physicalobjectsor devices. In areal scenariaherewill
be no simulator thereforewe did not considerthe loss
of the simulator We assumedhat software running at
theradarinstallations beingphysicallyisolatedandse-
cured,will bemuchharderto attackthanthe otherparts
of the ASM application.Basedon this assumptiorand
to keepthe examplereasonablysimple,we did not con-
siderthe loss of the sensors.However, we could have
usedmultiple replicasof eachsensorsén the ASM much
liketheway we have usedreplicasof databases.

Simply replicatingthe databas@bjectis not enough,
however. Even if the replication mechanismreplen-
ishesthe lost replica on the infiltrated host, a capable
and persistentenemyis likely to obsene that andKkill
it again. Thereforeour stratey obsenesthe patternof
replicacrasheson a hostand moves databaseeplicas
away from the hostthathasrepeatedrashes.

It may also be possiblefor the attacler to infiltrate
multiple hosts making the number of non-infiltrated
hostsinsufiicient to replicatethe database.To survive
this situation, our strateyy calls for a non-replicated
backupdatabasevhich can be madeoperationalrela-
tively quickly. This backupdatabasés runin an ervi-
ronmentof enhancedecurity This meansthatit runs
on a hostand network segmentthat is more security-
hardenedthan others. In addition to the higher level
of protection this environmentof enhancedecurityal-
lows adaptve useof certainsecuritytoolswhichmaybe
requiredby defensestrateyies. In particular our strat-
egy calls for increasedevel of IDS monitoringon the
backuphostwhenthe backupdatabasés pressednto
action.If theIDS indicatesa problem,our defensestrat-

egy requires:

tighteningthe firewall aroundthe backuphostto
limit outsideraccesso it,



settingtheapplications parameterto presetalues
(usingapplicationlevel adaptation)and

adaptthe object-level applicationlevel accesson-
trol policiesto suspendadministrators privilege.

A brief commentaboutthe limited useof the security
hardenedostis in order It maybe arguedthatmaking
all hostssecurityhardenedn the bestpossibleway is

perhapsa bettersecurityapproachBut from apractical
pointof view, it maybe prohibitively expensveto secu-
rity hardenall hosts.Besidessecurityhardenings not

likely to provide an absoluteattack-pregentionguaran-
tee. The point of this exampleis to shav thatadaptie

useof a combinationof expensve and non-epensve,

morerestrictve andlessrestrictve measuresn a care-
fully coordinatedstrateyy leadsto a longer survival of

theapplication.

4.3 DefenseMechanismsand Implementation
Details

Thefollowing defensenechanismareusedto imple-
mentthedefensestratgyy describedibore: OO-DTEac-
cesontrolmechanismthereplicationmanagemerfa-
cilities of the Proteusdependeng managemensystem,
Tripwire IDS, i pchai ns paclet filtering mechanism
andQuO's applicationlevel adaptatiorcontrol. Figure6
is aschematiaiagramof the defense-enablefiSM ex-
ample. The original ASM componentsare shadedas
they werein Figure 1, the new componentsntroduced
for defense-enablingre not shaded. The thick border
is usedto indicateOO-DTE accessontrol. The com-
ponentsmarked contract indicate placeswhere QuO’s
adaptatiorcontrolmechanismsireinsertedfor interfac-
ing with the otherexternaldefensamechanisms.

The OO-DTEaccessontrolmechanisnprovidesthe
digital signing of the IOP messagef additionto en-
forcing the domain and type basedaccesscontrol on
CORERBA objects. The accessontrol policy is defined
minimally, i.e. eachobjectis givenaccesgo only those
methodsof anotherobjectthatit needs.

Usingthe Proteusdependabilitymanagerwe attempt
to maintaintwo replicasof the databasall thetime. A
killed replicawill automaticallybe restarted.Usingthe
QuO systemcondition objectswe interface with Pro-
teusto monitor the replicationstatusandissuereplica-
tion managemertommandsasrequiredby our stratayy.
Through Proteus,QuO becomesaware of the current
numberof replicasor numberof crashesn eachreplica-
tion host. Similarly, QuO canissuecommandgo deac-
tivatea replicationhostto Proteuswhich would cause
migrationof existing replicason the deactvatedhostto
otheravailablehosts.This awvarenessindcontrolallows

usto devisecontractregionssuchasall-hosts-ok host1-
suspectedhost2-suspecteetc. to organizethe defense
andcontracttransitionssuchas:

all-hosts-ok  hostl-suspectedeactivatehostl

all-hosts-ok
etc.

host2-suspecteddeactivatehost2

to to reconfiguresystemgesources.

Thisleadsto thefollowing adaptve responsevhenat-
tackersattemptto kill databaseeplicas.If thereis are-
peatedatternof replicadeathon a host,a new contract
region will bein effect. As partof this contracttran-
sition, that hostwill be deactvated, migrating existing
databaseeplicasfrom thathostto a differentone. Sim-
ilarly, it is possibleto devise contractregionsindicative
of multiple hostsbeingsuspectandappropriatdransi-
tion actions.

Eventually if the attackpersiststherewill beatime
whena significantnumberof hostswill be deactvated.
SinceQuO keepstrack of how mary replicationhosts
are available, it is possibleto devise a contractregion,
use-bakup-databasgfor the conditionwhenthereare
not enoughreplication hosts. When contractevalua-
tion leadsto this region, QuOdivertscallsto the backup
databaseénsteadof the replicateddatabase The stand-
by databasewhich is alwayskeptup to dateby design,
quickly takesover.

Figure 6. Schematic diagram of the ASM ap-
plication

As part of the transitionto the use-bakup-database
region, QuO engageghe Tripwire IDS on the backup
host. Tripwire can detectunwarrantedchangesn the



file systemit monitors,soif the attacleris addingTro-
jan programsor deletingfilesin the backup host,it will
raisean alarm. This will be capturedby a systemcon-
dition, which will causeyet anotherchangein contract
region.

As a result of this contract transition, newer
i pchai ns rules on that host will be inserted. The
new ruleswill limit externalaccessnto thebackuphost,
by derying for example,FTP andtelne® As partof the
sametransition,a changeis madeto the accessontrol
policy andtheapplicationgparameterarereseto apre-
configuredvalue.Underthechangediccesgontrolpol-
icy, administratorawill no longerhave the privilege to
changethe applicationsparametersThe tightenednet-
work filtering, the changesn accessontrol policy and
the resettingof applicationparametersnodel how the
applicationgetsinto a new securityposturewhenmulti-
ple sourcesncluding IDS indicatepotentialattack.

Notethat objectsthatare part of the Proteusdepend-
ability managemenmechanisnarealsosubjectto OO-
DTE accesgontrol,sowe areprotectechgainstibuseof
Proteusmethodsandreplay/messageorruptionattacks
on Proteusmessageaswell.

5. Curr ent Issuesand Futur e Work

Having demonstratedhat it is possibleto defense-
enableanapplicationin a systematiavay andafterpre-
liminary verificationof theimplementediefensestrate-
gies by in housetesting, we are now consideringthe
secondorderissueslik e in-depthassessmerand eval-
uationof defense-enablingncreasingthe scopeof de-
fensestratgies, making them saferand more modular
andmorereusable.

Properassessmemindevaluationof defense-enabling
perhapsequiresacombinatiorof experimentsandanal-
ysis. An analytic approachmight shav that under
certain assumptionsabout the attacler’s capability a
specificstrateyy achievesthe applications survivability
goal. But, suchassumptionsre easily doubted. For
every suchassumptioraboutthe attacler’s limitations
thereis likely a securityflaw in the network or operat-
ing systeminfrastructurethatinvalidatesit. To validate
a defensestratgy by experimentonemustmeasurehe
effort it takesto defeatthat stratgy. The harderthe at-
tacker mustwork, thebetterthe stratgyy is. However, an
experimentaltestof a defensestratgy mustbe a com-

3Note that our useof Tripwire andIPchanisis for illustrative pur-

poseonly, describingon demanduseof securitytoolsthatcanbe ex-

pensve, anddynamicchangesn protection. In a real situation,it is
likely thatmary IDSs(perhapsncluding Tripwire) will beusedfor de-
tectingintrusioninto the backuphost. Similarly, thenew i pchai ns

rules may be more complex than describedhere,andit is certainly
possibleto muchmorethanjusttighteningthei pchai ns ruleswhen
IDSsraisealarm.
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parisonof thework neededo damageheapplicationin
atleasttwo cases:onein which the defensds enabled,
theotherdisabledbecaus¢hework neededo defeatde-
fenseis likely to vary greatlyasafunctionof theskills of
theattacler, andthe quality of environment,e.g.,which
operatingsystemversionis in use,whetherknown flaws
arepatchedgetc. Thedefense-enablindescribedn this
paperhasyet to be testedby experiment,but a planfor
suchanexperimenthasbeenwritten.

Integratingdiversemechanismsiniformly sothatthe
defensve stratgyiescansystematicallyexploit the com-
bined capabilitiesof the mechanismss a hard task.
Differentmechanisméave differentobjectives,designs
andmodesof operation. Furthermore differentstrate-
giescall for differentmodesof usageof thesemech-
anisms. Thereis probablyno single coherentway of
integratingthe mechanismandnewer stratgieswill re-
quirenew mechanism$o beintegrated.Sofar, we have
usedthe QuO middlewareandits associatetbolkit, and
distributedobjecttechnology(for instancegreatinguni-
form adapteinterfaces)o carryoutthis task.However,
thisinvolvesafairamountof systemengineeringandin-
tegrationfor eachcaseof defense-enablingn aneffort
to make defense-enablingasietto useandreusewe are
developinga catalogof defensestratgiesanda toolkit
for specifyingandintegratingdefensemechanisms.

Most of the mechanismgeportedin this paperare
protectedby OO-DTE accesscontrol but somemech-
anismsneedfurther work. For instance,mary of the
Proteuscomponentsre non-replicated Although OO-
DTE protectsunauthorizediseof theseby the attacler,
an attacler can always kill one or more of the non-
replicatedcomponentsTheissue surviving thevarious
damagean attacler cancausejs a generalone. As we
have explainedearlier, for defense-enablintp be prac-
tical, a defensestratgyy mustaddressa reasonableset
of thesepossibilities,which in turn, requiresmultiple
defensemechanisms.In onekey effort, we areinves-
tigating how to usemorethanone QoS propertyman-
agers(suchas Proteusand DIRM) in defense-enabling
anapplication.We expectto applythe sameprinciple of
combiningmultiple techniquesn protectingthedefense
mechanismghemseles.

6. Related Work

Defense-enabling a new approachhatwe proposed
to make distributedapplicationsnoresurvivable. There
are several other projectswith similar approach. Maf-
tia [20], an ESPRIT project, modelssuccessfuhttack
onasecuritydomain(leadingto corruptionof processes
in that domain) as a “fault” and then exploits fault-
toleranceapproacheso help the processesurvive the
attack.This couldbethoughtof anexampleof defense-



enabling.“An AspectOrientedSecurityAssuranceso-
lution” is a DARPA funded project at Cigital Labs.
(http://www.cigital.com)that usesaspect-orientegbro-
grammingto implementsecurityrelateddirectivesand
codetransformationshat canbe integratedwith anap-
plicationprogram.The”Survivability Architecture”[9]
projectaimsto separateurvivability requirementgrom
applications functional requirements. The key differ-
enceof theseprojectsfrom our defense-enablingp-
proachis that our approachis hinged on an adaptve
middlewarethat leadsto a openintegrationof multiple
defensamechanismin a systematicreusablevay.

Among other actiities that are indirectly relatedto
oursaretools and systemavhoseservicescanbe used
for defense-enablingprojectslike SemanticData In-
tegrity [17], ActiveNetworkFault ToleranceArizona[g
andvarious|DSs suchas ColumbiaUniversity’s JAM
[26], MCNC'sJiNao[7], SRI'sEmerald15] andGrIDS
[24] from UC Davis.

Adaptive middleware efforts that are similar in spirit
to QuO are also relatedto our work in the sensethat
defense-enablinganbeimplementedn othermiddle-
warestructuresaswell. Variousmiddlewvaretools, ser
vices, managementnechanismsand frameworks like
Qualprobe$10], RTARM [3], Quartz[23], Odess)y[16]
andMAQS [2] fall in this category. However, mostof
theseweredevelopedto addressa single specificneed:
real-timemediatransfer supportfor mobility or man-
aging QoS enabledservices. QuO is general-purpose
middleware,andcanbe usedto supportQoSat the ap-
plication level. To the bestof our knowledge,QuO is
the only middleware projectthatis beingusedand ex-
tendedfor supportingdiversekinds of applicationlevel
QoS,integratingmechanismandtechniquegsoveringa
numberof aspectsuchasmanagedandwidth depend-
ability andsecurity

7. Conclusion

This paper has describedan approachto building
defense-enabledpplicationsj.e., applicationghat can
respondand adaptto intrusionsand attacks. The pa-
per’s basicclaims are asfollows. First, we claim that
defense-enablingugmentsheprotectionofferedby op-
erating systemsand networks, which can be expected
to be imperfect. Secondwe shav that monitoring the
availability and quality of resourceds one meansto
detectattackson the application. Controlling resource
availability is akey aspecbf respondingo attacksand
henceadaptve resourcemanagemenstratgies are an
importantpart of defense-enablingFinally, we claim
thatmiddlewareis an effective placeto organizean ap-
plication’s defenseasit is high enoughin a systems
architecturahierarchyto spannetworks of distributed,
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heterogeneousostsandpresent uniform interfacefor
defensewhile atthe sametime middlewareallows con-
cernsaboutthe applications defenseto be kept con-
ceptuallyseparatérom concernsabouttheapplications
functionality Middleware that has knowledge of and
control over both the applicationandthe infrastructure
resourcess alsotheright placefor organizinga strateyy
that must balanceperformanceand functionality with
protectionanddefense.

Viewed in a larger contet, the claims of this paper
reinforcea numberof currenttrendsin computersci-
ence. Onesuchtrendis to distribute the enforcement
of a system-widepropertysuchassecurity The argu-
mentthereis thatit may be more practicalthantrying
to enforceit in acentralized T rustedComputingBase”.
Anothertrendis to make availability and quality of re-
sourcegranslucentinsteacof opaqueasis donein older
middleware, becauset is betterfor building adaptable
systemsFurtherwork on defense-enablinghouldclar-
ify thevalueof thesetrends.
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