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Abstract

Manyintrusionsinto computersystemstargetspecific
applicationswith an intent to stopthemfrom function-
ing properly. The traditional securityengineeringap-
proach attemptsto secure the infrastructure: the hard-
ware, the networkand operating system,with the goal
of preventing such attacks getting through to any ap-
plication running on theseplatforms. We proposea
complementaryapproach that aims to ensure the ap-
plications’ continuedability to provide useful service
despitethe ongoing attack(s). This approach, called
defense-enabling, usesan adaptivemiddleware to co-
ordinate servicesof multiple mechanismsthat are not
normallypart of theapplication’sfunctionalobjectives.
Theconceptof defense-enablingis presentedin detail in
a companionpaper[29]. Defense-enablingan applica-
tion involvesfocusingon a setof attacks,developinga
strategy to defendagainst theseattacks and systemati-
cally incorporating thestrategy in theapplication. The
topicof thispaperis thetechnologyunderlyingthecon-
cept.Wewill showhowservicesof variousmechanisms,
organizedandcoordinatedby an adaptivemiddleware,
supportthe implementationof an application’s defense
strategy. We believe that the increasedresilienceob-
tainedbydefense-enablingwouldbesignificantfor crit-
ical military applications.

1. Intr oduction

By defense-enablingwe meanfortifying distributed
applicationswith increasedresistanceto maliciousat-
tackseventhoughtheenvironmentin which they run is
untrustworthy. In order to defense-enablean applica-
tion, onefirst identifiestheattacks(usuallya smallpart
of theuniverseof all possibleattacksthatcanpotentially
�
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be mountedon the application)that arecritical for the
application. Thena defensestrategy is developed,fo-
cusingon thesetof attackstheapplicationis attempting
to defend. In orderto supportan application’s defense
strategy, onemayneedtheservicesof multiple mecha-
nismsthatarenot necessarilyintegral partof theappli-
cation.To implementthedefensestrategy, theseexternal
mechanisms,calleddefensemechanisms, areorganized
andcoordinatedvia anadaptivemiddleware.Oneof the
objectivesof defense-enablingis systematic(asopposed
to ad-hoc)integrationof a defensestrategy with theap-
plication, requiringminimal changesin the application
code.

Defensestrategiesvary in their objectives.Examples
of different strategy objectives include counteringthe
attack,working aroundthe attack,imposinga stronger
barrieragainstfutureattacksetc. Variousaspectsof the
systemincluding applicationlevel behavior, QoSman-
agement,andorganizationandconfigurationof infras-
tructureresourcesmaybeaffectedandalteredby a de-
fensestrategy.

In theory, any mechanismwhoseservicesareuseful
in implementinga defensestrategy can potentially be
usedas a defensemechanism. In practice,however,
onehasto overcomethetechnicalchallengeof integrat-
ing diverse(andoftenconflicting)mechanisms.For de-
fense,we have usedbothstandardsecuritymechanisms
andother mechanismsadaptedfor securityends. Ex-
amplesof securitymechanismsusedasdefensemecha-
nismsincludeaccesscontrol,packet filtering andintru-
sion detectionmechanisms.Among the defensemech-
anismsthatarenot securitymechanismsarereplication
managementandbandwidthmanagementmechanisms.
Defense-enabling,in this sense,canbe thoughtof asa
3rd generationsecurity (3GS) approachto survivabil-
ity sinceit attemptsto useservicesof multiple mecha-
nisms,includingsecuritymechanismsfrom earliergen-
erations,in an adaptive manner. In a companionpaper
[29] wehavedescribedtheconceptof defense-enabling.
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In thispaperwe presenttheimplementationsupportbe-
hind defense-enablingandshow, by meansof anexam-
ple,how onecandefense-enableanapplication.

We arguethat defense-enablingcansignificantly in-
creasethe probability of the application’s survival and
continuedoperationduringcyberattack.In addition, it
enablesthe ideasof partial operationandprioritization
of applicationcomponentsunderdeterioratingcircum-
stancesaspart of the application’s designprocess.In-
housetestingto dateindicatesthat thereis a significant
improvementundercertainkinds of attacksover appli-
cationsthatarenot defense-enabled.Defense-enabling
anexistingapplicationwasnotundulycomplicated,and
a defense-enabledapplicationsurvived the attacksthat
theoriginalapplicationcouldnot.

The paperis organizedas follows. First, we intro-
ducetheexampleapplication,ASM (shortfor Air Space
Monitoring), usedto motivate the conceptof defense-
enablingandto describethe technologyunderlyingthe
concept.Thenwe presentthe technicaldetailsof how
defensestrategies can be supportedby using the mid-
dlewareto organizeandcontrol theservicesof defense
mechanisms.This is followed by a discussionof how
servicesof variousdefensemechanismscanbeusedin
defense-enabling.For this purpose,we will usea rep-
resentative sampleof differentkinds of defensemech-
anismsthat we have experimentedwith so far. Next
we describehow the ASM applicationcanbe defense-
enabledusing instancesof someof the defensemech-
anisms.We concludethe paperfollowing brief discus-
sionsof someof theissueswe planto addressnext and
relatedwork.

2. Air SpaceMonitoring: A Moti vating Ex-
ample

The ASM applicationsimulatesthe computationof
an enemyaircraft position and displaysit graphically.
Fromthedefender’sperspective,it is importantto know
the exact locationof the enemyaircraft all the time so
that appropriatecountermeasurecan be taken. From
theenemyperspective,however, animportantobjective
may be to prevent the ASM from depictingthe accu-
rateposition.We havechosenthisexampleasrepresen-
tative of critical applicationsthat may becomeimpor-
tanttargetsof cyberattackin a typical asymmetricwar-
fare1scenario.Thesekindsof applicationsarebecoming
increasinglydistributed and interconnected.They are
being developedusing COTS hardware and software,
falling far shortof a trustedcomputingbase.Thesefac-

1We have usedthis term informally to denotea situationwhere
traditionalmilitary capabilitiesof theconflictingpartiesdiffer widely
however, they arenearlyequalin termsof softwareandinformation
technologicalcapabilities.

tors actuallymake it easierfor the attackersto achieve
their objective.

Figure 1 describesthe structuralorganizationof the
ASM example.Boxesindicateapplicationobjects;and
theobjectat thetail of anarrow usestheservicesof the
objectat the head.In this example,softwareis usedto
simulatecertainphysicalentitieslike radarsor aircrafts:
the simulatorobjectsimulatesa singleaircraft andthe
sensorobjectssimulatetwo stationaryradars.However,
otherobjectsand the inter-object interactionare fairly
typical of a commandandcontrolapplication:thedata
sensedby thetwo radarobjectsarefed to thedatabase,
that fusesthe datato computethe actualcoordinateof
the aircraft. This coordinateis thendisplayed,relative
to thepositionsof the two radars.Theapplicationalso
hasaninteractiveconsolethroughwhich administrators
canobserveandmodify thesensorperiods.

Figure 1. Schematic diagram of the ASM ap-
plication

This applicationis vulnerableto variouskindsof cy-
berattacks.Without gettinginto a formal andrigorous
securityanalysis,let usnotea few obviousattacksthat
cancausesignificantdamage.An attacker may abuse
theadministrative interfaceto changethesensorperiod
to a very high value,causingthedisplayto show incor-
rectpositionsmostof thetime. He mayevenabusethe
interfaceof thedatabaseobjectto inject baddatain the
system.Finally, hemaytry to kill processesthatarecrit-
ical to theapplication,for examplethedatabase.These
are the kinds of attacksthat defense-enablingof ASM
will focus on. We will revisit the threatsto the ASM
applicationlaterin Section4.
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3. Implementation Support for Defense-
Enabling

This Sectionhasthreeparts. In the first part we dis-
cusswhy middlewareis the right placeto organizede-
fensestrategiesandintroducetheQuO(shortfor Quality
Objects)adaptivemiddlewarethatwehaveusedfor this
purpose.In the secondpart we discussseveral generic
mechanismswhoseservicesareusefulin supportingde-
fensestrategies. We alsodescribespecificmechanisms
thatwe have usedasrepresentative samplesin termsof
exampledefensestrategies. The defensemechanisms
neededto supportthe defensestrategy of an applica-
tion and the adaptive middleware that is usedto coor-
dinateandcontrolthem,arevulnerableto attacksthem-
selves. In particular, attackson themiddlewareor a de-
fensemechanismcansubvert the defensestrategy they
aresupporting.In the last sectionwe discussthe issue
of protectingthe adaptive middlewareand the defense
mechanismsagainstattacks.

3.1. OrganizingDefensiveStrategiesin the Mid-
dleware

In thespecificcontext of a particularapplicationand
a particular attack, the broad objectives of a defense
strategy usuallygetstranslatedinto a setof behavioral
or service-oriented(as opposedto functional) require-
ments. Theserequirementsaffect the way the applica-
tion is deployedandconfigured,andthewayit usessys-
temsresourcesanddeliversits services.For example,in
thecontext of theASM application,thedefensestrategy
of counteringanattackthatattemptsto kill application
objectsmayrequireapplicationobjectsto bereplicated.
Thismeansthatmultiple replicasof asingleapplication
objectneedsto be deployedon multiple hosts.For an-
other examplein the context of the ASM application,
considerthe attacksthat attemptto maliciously abuse
theinterfacesof theapplicationobjects(i.e. invokea le-
gitimateoperationonanobjectwith wrongdataor at the
wrongtimeor sequence).Onestrategy to defendagainst
suchattacksis strictly controlwho caninvokewhatop-
erationon which object(i.e. accesscontrolat theobject
level).

As explained in [29], the attacker and the applica-
tion bothcontendfor theresources,andonekey criteria
of successfuldefenseis the ability to continuedespite
changesin theenvironmentcausedby theattack.Under
thesecircumstances,puttingupastaticnumberof repli-
casor usinga fixedaccesscontrolpolicy maynot bea
verysuccessfulstrategy. Theinitial deployment,config-
uration,resourceallocationandservice-delivery set-up
of anapplicationwill needto adaptdynamically. Conse-
quently, requirementsgeneratedfrom thedefensestrate-

giesofteninvolverecognitionof environmentalchanges
anddynamicreactionto thesechanges.For example,
undersevereresourcedepletioncertainoperationsof an
applicationwill bemadeunavailable.Anotherexample
involving adaptationinvolvesmigration of application
objectsfrom a hostassoonasan attackon the host is
suspected.

Thestrategic adaptationsneednotalwaysbereactive,
i.e. in responseto someevents. A defensestrategy
may involve pro-active adaptationas well. For exam-
ple, to countertheattackon a service,onemayinclude
multiple objectsproviding thatserviceandperiodically
switchtheserviceproviderpro-actively.

Note that theseare part of an application’s defense
strategy. Applications must be able to exercise the
awarenessandcontrol requiredto effectively carry out
theseadaptations.Individual defensemechanismsmay
provide specificawareness(for example,IntrusionDe-
tectionSystemsor resourcemonitors)or control(for ex-
ample,packetfiltering mechanismsor firewalls)or both
(for example,replicationmanagementsystem). To be
practical, defense-enablinggenerallyinvolves defend-
ing againstmultiplekindsof attacks.Thisusuallymean
that the defensestrategy of an applicationis a compo-
sition of multiple componentswith varying objectives.
As a result, the implementationsupport for defense-
enablingmustbeableto integrateandcoordinateamong
multiple defensemechanismsin the context of a dis-
tributedapplication.

It is possibleto constructtheadaptationandcoordina-
tion requiredto implementthestrategiesat theapplica-
tion level, exercisingthe capabilitiesof defensemech-
anismsdirectly from applicationcode. However, this
ad-hocapproachis not reusable,violatesseparationof
concernbetweenfunctional and survivability aspects,
andleadsto unwieldy andcustomcode. A bettersoft-
wareengineeringpracticewould beto utilize a middle-
warelayerthatliesbetweentheapplicationandsystems
resourcesto implementthe adaptation. Integration of
a defensemechanismwith the middleware brings the
awarenessand control closerto the applicationand at
the sametime, survivability aspectsof the application
arekept separatefrom the functionalaspects.We be-
lieve that recentadvancesin adaptive distributedmid-
dlewaretechnologyhave reachedthe level of maturity
whereonecanachieve this kind of integrationandco-
ordinationsystematicallyand without much difficulty.
QuO (shortfor Quality Objects)is an exampleof such
middleware,whichweareusingasanenablingtechnol-
ogy to supportdefensestrategies. Detaileddescription
of QuOcanbefound in [31, 11, 28, 13, 22, 19]. In the
next sectionwe presenta brief overview.

It shouldbenoted,however, thatdifferentpolicy ob-
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jectivesmay have conflicting interestsand the defense
mechanismsthatoneintendsto integratemayhavecon-
flicting operatingconstraints.Defensemechanismsto
consumeresources,and sometimesit may impact the
application’s performanceaswell. Identifying andre-
solvingsuchconflictsarenot necessarilypartof thead-
vancedmiddleware, which provides the basicintegra-
tion andcoordinationcapabilityandadaptationsupport.
Currentlyweassumethatasystemanalystwill studythe
survivability requirementsto identify andresolvepoten-
tial conflictsandproducethebehavioral andserviceori-
entedadaptationspecificationusingthe adaptive capa-
bilities providedwith QuOor similar infrastructure.

3.1.1 Overview of QuO The distributed object
computing(DOC) paradigmasexemplifiedby CORBA
[18] or Java (RMI) is themostadvanced,mature,flexi-
blecontext availabletodayfor thedevelopmentof large-
scale,network-basedsystems.

DOC middlewareeffectively hidesmany of thecom-
plexities of distributed computing,exposing only the
functional interfacesof components. However, many
critical applicationsoften have strict security, depend-
ability, and real-time performancerequirementsand
mustcontrolor reactto how servicesaredelivered,not
just to what servicesare delivered. DOC middleware
falls short in providing supportfor theserequirements,
and hencecritical applicationsare often programmed
aroundthe distributedobject infrastructure,effectively
gaininglittle or noadvantagefrom themiddleware.The
problemgetsworsewhenan applicationis distributed
overa WAN, which is inherentlymoredynamic,unpre-
dictable, and unreliablethan a LAN. Quality Objects
(QuO), a DOC framework for implementingadaptive
distributedapplications,is being developedin attempt
to addresstheseissues.

The QuO functional path, illustratedin Figure 2, is
a supersetof the CORBA functionalpath. The operat-
ing regionsandservicerequirementsof theapplication
are encodedin contracts, which describethe possible
statesthe systemmight be in andactionsto take when
thestatechanges.QuOinsertsdelegatesin theCORBA
functional path. The delegatesproject the sameinter-
facesas the stub (client-sidedelegate)and the skele-
ton (server-sidedelegate),but supportadaptive behav-
ior uponmethodcall andreturn. That is, the delegate
checksthe stateof the system,asrecordedby a setof
contracts,andchoosesabehavior baseduponit. System
conditionobjectsprovideinterfacesto systemresources,
mechanisms,andmanagers.They areusedto capture
thestatesof particularresources,mechanisms,or man-
agersthat are requiredby the contractsand to control
themasdirectedby thecontracts.

Figure 2. The QuO Remote Method Call
Model

QuO provides a suite of Quality Description Lan-
guages(QDL), similar to CORBA’s InterfaceDescrip-
tion Language(IDL), and codegenerators,similar to
the stubandskeletongeneratorsof IDL compilers,for
describingandgeneratingthe componentsof QuO ap-
plications[11], [13]. In addition,QuO providesa run-
time kernel,which coordinatescontractevaluationand
provides other runtime QuO services[28]. QuO also
providesanextensive library of instrumentationprobes,
as well as the support to insert them throughoutthe
remotemethodinvocation path, for gatheringperfor-
mance,statistic,andvalidationinformation.

QuO alsoprovidesa generalobjectgateway compo-
nent,whichsupportsinterfacingto below-the-ORBQoS
mechanismsandspecial-purposetransports,aswell as
providing a lower level point for object level decision
making. The objectgateway, describedin moredetail
in [22], interceptsIIOP messagesfrom the client side
ORBanddeliversIIOP messagesto theserversideORB
(on the messagesend;on the messagereturn the pro-
cessis reversed).In themiddle,it performsappropriate
adaptationcontrol andtranslatesthe IIOP into the spe-
cial purposetransportprotocol(e.g.,groupmulticastin a
replicated,dependablesystem).Proteus[4] andDIRM
[1] aretwo examplesof QoSpropertymanagersusing
below-the-orbmechanisms,the first one is a depend-
ability managementsystemthatusesreplicationandthe
otheroneis a bandwidthmanagementsystemthatuses
RSVP.
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3.2. Indi vidual Mechanismsand Their Support
for DefenseStrategies

3.2.1 Replication Management Mechanism
Replicatingkey componentsof anapplicationincreases
the application’s ability to withstandcertain kinds of
attacks that attempt to make individual components
unusableby the rest of the system. If one replica is
takendown theapplicationcanrely ontheotherexisting
replicasto provide continuedservice.Replicationman-
agementsystemsvary in their ability to toleratetheway
replicascanfail (e.g. crash,valueor Byzantine). De-
pendingon the underlyingfailure model,a replication
managementsystemmay be able to maintain service
availability as long as a certain number of replicas
have not failed. It mayalsobepossibleto dynamically
changethe replication managementstrategy. Failure
reportsobtainedfrom replicationmanagementsystems
canbeusedto trackabnormalfailurepatternsindicative
of a potentialintrusions[12]. Herearesomeexamples
of how theservicesof a typical replicationmanagement
systemmaybeusedin adefensestrategy:

� increaseof replicationlevel to increasetheproba-
bility of the applicationssurvivability whensome
hostsaresuspectedto be compromisedby the at-
tacker

� migrationof replicasfrom onehostwhenthathost
is underattack

� startvoting on responses(insteadof acceptingthe
first response)when attackon somehostsis sus-
pected(i.e. changereplicationmanagementstrat-
egy)

Wehaveusedthereplicationmanagementfacilitiesof
the Proteusdependabilitymanager[4], asa representa-
tive exampleof usingreplicationmanagementasa de-
fensemechanism. Proteusis built on top of the En-
semble[6] groupcommunicationsystem.Wehaveused
Proteus’CORBA interfacesto integrateit with theQuO
systemconditionsbringing bothawarenessandcontrol
of the replicationmanagementaspectsto the adaptive
middleware.Figure3 showsaschematicdiagramof us-
ing Proteusasadefensemechanism.

3.2.2 Intrusion DetectionSystems(IDS) Effective
executionof defensive strategiesdependon timely de-
tection of attacks. Servicesof off-the-shelf IDSs can
be enlistedfor this purpose. Sincemost attackstend
to consumeor corrupt resources,anomalousvariation
in theavailability andquality of availableresources,as
reportedby othermechanismssuchasa replicationor
a bandwidthmanagementmechanism,cansupplement
the detectioneffort. Most often intrusion detectionis

Figure 3. Integrating Proteus with the applica-
tion via the QuO middleware

usedasan adaptationtrigger. For instance,an IDS in-
dicatesthata network is underattackanda firewall re-
configurationresults.However, a defensestrategy may
triggerfocussedintrusiondetectionactivity aswell. For
instance,observingunusuallysluggishresponsefrom a
CORBA object � , thestrategy maydemandanIDS like
Snortto log andanalyzetraffic to � ’s hostandport.

Wehaveexperimentedwith two COTSIDSsasrepre-
sentativesamples:

1. Tripwire[8], which detectsmodification to disk
files thatshouldnot bemodified;

2. Snort[21], which detectsknown attacksignatures
in network traffic.

It shouldbe notedthat the intrusiondetectionsystems
do not generallyexport a standardizedinterface.There-
fore,wehavehadto defineourown adapterinterfacefor
interactingwith them.For eachindividual IDS we wish
to integratewecreateacustomwrapperaroundthatIDS
thatimplementstheadapterinterface.

Figure4 depictstheinformationflow betweentheap-
plication andvariousIDSs (andnetwork packet filters
whicharediscussednext) throughtheQuOmiddleware.

A simplestrategy involving the servicesof Tripwire
mayrequirethatTripwire monitorsthefiles thatcontain
theapplicationexecutables,thecryptographickeys,and
otherapplication-specificdata.Similarly, asimplestrat-
egy requiringthe servicesof Snortmay call for moni-
toring traffic into all applicationhosts. An exampleof
a non-trivial strategy that requiresthe servicesof both
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Figure 4. Integrating IDSs and Network
Packet Filters via QuO

Tripwire andSnortis to startscanningaparticularhost’s
file systemby Tripwire if Snortdetectssuspiciousactiv-
ity in thathost.

3.2.3 Packet Filtering Packet filtering with a fire-
wall is a capability that can be usedas part of imple-
mentinga defensestrategy. Off-the-shelfmechanisms
thatoffer packetfiltering servicescanbeintegratedwith
an applicationas defensemechanisms.Currently, we
do this only on Linux platforms by interfacing with
Linux kernel’sbuilt-in packetfiltering capabilityvia the
ipchains command.

For integration with QuO, ipchains has been
wrappedwith a CORBA interfaceusinga variationof
the architecturethat we usedfor integratingIDSs with
QuO systemconditionobjects. Onedifferencehereis
that the wrappersimply encapsulatesthe capability to
instantiateipchains rules with specificfiltering pa-
rameters;in the IDS caseindividual processesrunning
theIDS wereto bewrapped.A simplestrategy thatuses
packetfiltering is to blockall traffic from ahostthathas
sufferedrepeatedcrashesof applicationprocesses(and
therefore,is suspectedof beingunderattack).An exam-
ple of a morecomplex strategy will be to useSnort to
detecttheorigin of packetfloodinganduseipchains
to blockthatflow. Notehoweverthattheeffectivenessof
this strategy dependson wheretheblockingtakesplace
andwhetherweareableto identify therealIP source.It
will bemoreeffectiveif wecouldblocktheflow closeto
its realorigin. If theattacker is spoofing,thenthis may
leadto blockingapplicationlevel interaction.

3.2.4 AccessControl Mechanisms Accesscontrol,
includingcryptographicmechanisms,canbeusedto de-
fendagainstanintruderwho triesto masqueradeaspart
of theapplication.If anaccesscontrolmechanismuses
cryptographickeys to authenticatetheclient andserver
for eachinvocation, and checksaccessrights against
a global policy, it will prevent the intruder (who does
not have a legitimatekey), trying to invoke theapplica-
tion’s CORBA methodsdirectly. An intruderwho tries
to modify or replay CORBA methodswill be blocked
by digital signaturesandsequencenumberingunderthe
assumptionthat the signaturecannotbe forgedandthe
attacker will not have theright keys to resignthemodi-
fiedcontent.

Figure 5. Using QuO to dynamically change
OO-DTE policies

We have usedanaccesscontrolmechanismbasedon
OO-DTE[25], whichprovidesa languagefor describing
accessrightsto distributedobjects,enforcementof those
rights using SSL[14], and a mechanismfor distribut-
ing policy updates. We cannotuse the SSL enforce-
menthowever, becausetheSSLprotocol,beingapoint-
to-point protocol, conflicts with the Ensemblegroup
communicationneededfor dependabilitymanagement.
Therefore,we have modifiedthe OO-DTE mechanism
suchthatinsteadof usingSSL,CORBA communication
is digitally signedand verified using the Java Crypto-
graphicExtensions[27]. This works well with the En-
semblegroup communicationsystem. Accesscontrol
canbeusedbothfor preventionandadaptation.Appro-
priately configuredaccesscontrol policy actsasa first
layer of defenseof applicationobjectsagainstattacks
that attemptto get unauthorizedaccessto application
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functionality. It canalsobeexploitedby theQuOmid-
dlewareto dynamicallychangeaccesscontrol policies.
As shown in Figure5, QuO control canbe usedto set
thecurrentlyactivepolicy (oneof ��� , �
	 ..) andCORBA
interactionswill besubjectto thepolicy thatis currently
active. This is doneby usingthe CORBA interfaceto
the OO-DTE policy distribution mechanism.A simple
examplethat involvespolicy changesmaybeto disable
accessto highly privilegedmethodswhenunderattack.

3.2.5 Mechanismsfor Supporting Diversity asa De-
fense Strategy Often time attackers target vulnera-
bilities of a specificinfrastructuresuchas a particular
hardwareplatform,a particularOSor evena particular
application(suchOutlook). Oneeffective survivability
strategy is to introducediversityso that the application
canswitch to alternativesfor the same(or similar) ser-
vices that the attacked infrastructureprovides. For in-
stanceif anattacker targetstheNT operatingsystem,an
effective strategy would beto migrateapplicationcom-
ponentsfrom NT hoststo non-NT (suchas Linux or
Solaris)hosts.Also, attacksareoften localized,for in-
stance,to oneLAN segmentor oneLAN. A usefulstrat-
egy is to move away from the infectednetwork. The
actualmeansto supportthesekinds of strategies vary
widely dependingon thenatureof thediversityandthe
applicationcontext. As a simpleexample,considerin-
sertingplatform diversity in a simpleCORBA applica-
tion. This can be achieved by implementingand de-
ploying applicationobjectson the intendedplatforms.
In thiscase,thedevelopmentanddeploymentplatforms
may be thoughtof asthe “mechanism”,but really it is
consciousdecisionsmadeduring the developmentand
deploymentprocessthat introduceddiversity. In some
cases,otherdefensemechanismscanprovideusefulser-
vice for diversitystrategies. For instance,a replication
mechanismawareof theplatformandgeographicloca-
tion of replicascanbeusedto strategicallyplaceandmi-
gratereplicasondemand.Proteus,ourcurrentchoiceof
replicationmanagementsystem,doesnot supportplat-
form or geographicdiversity. However, somedegreeof
platform andgeographicdiversity canbe supportedby
theQuOmiddlewareitself. QuOmiddlewarenow runs
on NT, SolarisandLinux operatingsystems.And since
it is CORBA based,adaptive strategiessuchasswitch-
ing from anNT server to a Linux server (or from Net A
server to Net B server) is straightforwardto implement
in QuO.Unlike a replicationmechanism,however, this
QuO implementationdoesnot addressissueslike syn-
chronization,statetransferandmessageorderingamong
theNT andLinux server.

3.2.6 UsingApplication Centric Adaptation asaDe-
fenseMechanism Several componentsof a defense

strategy may involve applicationlevel adaptation.For
instance,to copewith an attackthat capturesthe CPU
resourcesof a server, a client may start sendingfewer
requeststo thatserver, mayusecachedvaluesinsteadof
issuinga remoteinvocation,or maystartusinga differ-
entserver. A middlewarethatsupportsadaptive behav-
ior canbe usedfor this purpose.TheQuOmiddleware
thatweusefor integratingdiversedefensemechanisms,
asdescribedearlier, providesa systematicway to im-
plementapplicationlevel adaptationthroughits contract
mechanism.

3.3. Protecting the Mechanisms

Any new mechanismthat we integrateas a defense
mechanismcan bring in potential new vulnerabilities
to the application. Therefore,it is important to pro-
tect themechanismsthemselves2 In additionto protect-
ing the application,OO-DTE is usedto control access
to the QuO machinery, including all systemcondition
objects,the QuO kernel that maintainscontracts,and
somedefensemechanismslike Proteus. This protec-
tion of the defensemechanismsthemselves is possi-
ble becausethosemechanismsuseCORBA to commu-
nicateandOO-DTE protectsCORBA communication.
More important, though, thesemechanismsoffer only
CORBA interfaces,makingtheOO-DTEaccesscontrol
moredifficult to circumvent. To bypassit, an attacker
musteitherfind a flaw in the CORBA implementation,
in our implementation,or attackoneof theseprocesses
using“root” privilegeon its localhost.Suchattacksare
no doubt possible,but this level of defenseforcesthe
attacker to work harder.

Otherdefensemechanismsarenotsoeasilydefended.
For example,a managerfor communicationbandwidth
suchasRSVPcanbeusedto counteranetwork flooding
attackby reservingbandwidthfor the defense-enabled
application. RSVP can be given a CORBA interface
and“protected”with OO-DTE,but unfortunatelyRSVP
offers other interfacesthat an attacker canuseto deny
bandwidthto theapplication.Thus,thedefensemecha-
nismcanbeturnedto theadvantageof theattacker. For
this reason,a QoSmanagermustoffer somedegreeof
trustworthinessbeforebeingusedfor defense-enabling.
In thecaseof RSVP, a trustedvariantis underdevelop-
mentin theARQoSproject[30].

2The idea of protectingthe defensemechanismsshouldbe con-
trastedwith the basicassumptionof our approachnamely, the envi-
ronmentin which applicationsrun are untrustworthy. A legitimate
questionis why then,onewould trust in theprotectionof thedefense
mechanisms?We arguethat we have betterlikelihoodof successin
protectingthedefensemechanismsthanthegeneralcomputinginfras-
tructurebecauseit hasa small scope,targetedfocus andcontrolled
integrationanduse.
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4. Defense-Enablingthe ASM

In this Section,we first describethe threatsto the
ASM applicationthatwe considereddefendingagainst,
elaboratingon the example attackswe introducedin
Section2. Then we describethe strategy we devised
for defense-enablingtheASM againstthesethreats.Fi-
nally, we describehow thevariousdefensemechanisms
areintegratedin the applicationin a fairly comprehen-
sivebut abstractmanner, omitting code-level details.

4.1. Thr eats

In this demonstrationof defense-enabling,we are
concernedwith the following threekinds of threatsto
theASM application.

� Theenemymaytargetthecomponent(CORBA ob-
ject in our example)that receives the administra-
torscommandandissueit requestslike settingthe
sensorperiodto 0 or a very high number. If suc-
cessful,this meansthat thenext re-computationof
thecurrentpositionneverhappensor happensvery
late,makingthe ASM applicationlessuseful. Al-
ternatively, they maytargetthedatabaseandinvoke
write operationswith baddata.Thesearerepresen-
tativeof thegeneralproblemthatcanbecausedby
maliciousabuseof legaloperations.

� Theenemymay inject baddatain theASM’s data
flow (sensorto databaseto display)sothatawrong
positionis ultimatelydisplayedon thescreen.This
representsthegeneralpacketreplayandotherman-
in-the middle attacksthat hijack ongoingTCP/IP
sessions.

� Theenemymaytry to takedownthewholeapplica-
tion by systematicallykilling critical objects.This
representstheattacksin whichattackersobtainad-
ministrative or root privilege in a machineandtry
to kill applicationprocesses.An importantaspect
of thiskind of attacksis thatif onehostcanbeinfil-
trated,it is likely thatmany othersthataresimilarly
configuredcanalsobecompromised.

4.2. Strategy

To protectagainstabuseof legal operations,we use
accesscontrol at the object level: without a proper
crypto credentialno inter-objectoperationwill be per-
mitted. We assumethat thesecredentialsarenot forge-
able and are distributed before the application is run
by a separateandtrusted(perhapsmanualandoff-line)
method.

To protectagainstthe man-in-the-middlekind of at-
tacks, we use digital signatureson the IIOP packets.

This will prevent theattacksthat target the IIOP proto-
col,whichwill covertheapplicationdata(i.e. thesensed
data,aircraft coordinate,valuesreadfrom andwritten
to thedatabaseetc.),but will not protectagainstattacks
thattargettheTCPprotocol.Weassumethatlowerlevel
protection(suchasIPSEC)will be prevalentin the fu-
turepreventingthesekindsof attacksin theTCPlayer.

To protectagainsttheattacksin which theintruderat-
temptsto Kill off applicationprocesseswe replicatethe
key databaseobject. Databaseis the object that main-
tains the critical information of the ASM and without
it the applicationcannotcontinue. Other objectslike
the administrative consoleand the display have a hu-
man user(i.e. their loss can be detectedeasily), and
they canbe stoppedandrestartedwithout lossof crit-
ical data. The remainingobjectsin the ASM applica-
tion namely, thesimulatorandsensorsaresimulatorsfor
physicalobjectsor devices.In a realscenariotherewill
be no simulator, thereforewe did not considerthe loss
of the simulator. We assumedthat softwarerunningat
theradarinstallations,beingphysicallyisolatedandse-
cured,will bemuchharderto attackthantheotherparts
of theASM application.Basedon this assumptionand
to keeptheexamplereasonablysimple,we did not con-
sider the lossof the sensors.However, we could have
usedmultiplereplicasof eachsensorsin theASM much
like theway wehaveusedreplicasof databases.

Simply replicatingthedatabaseobjectis not enough,
however. Even if the replication mechanismreplen-
ishesthe lost replica on the infiltrated host, a capable
andpersistentenemyis likely to observe that andkill
it again. Thereforeour strategy observesthe patternof
replicacrasheson a host and movesdatabasereplicas
away from thehostthathasrepeatedcrashes.

It may also be possiblefor the attacker to infiltrate
multiple hosts making the number of non-infiltrated
hostsinsufficient to replicatethe database.To survive
this situation, our strategy calls for a non-replicated
backupdatabasewhich can be madeoperationalrela-
tively quickly. This backupdatabaseis run in an envi-
ronmentof enhancedsecurity. This meansthat it runs
on a host and network segmentthat is more security-
hardenedthan others. In addition to the higher level
of protection,this environmentof enhancedsecurityal-
lowsadaptiveuseof certainsecuritytoolswhichmaybe
requiredby defensestrategies. In particular, our strat-
egy calls for increasedlevel of IDS monitoringon the
backuphostwhen the backupdatabaseis pressedinto
action.If theIDS indicatesaproblem,ourdefensestrat-
egy requires:

� tighteningthe firewall aroundthe backuphost to
limit outsideraccessto it,
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� settingtheapplication’sparametersto presetvalues
(usingapplicationlevel adaptation),and

� adapttheobject-level applicationlevel accesscon-
trol policiesto suspendadministrator’sprivilege.

A brief commentaboutthe limited useof the security
hardenedhostis in order. It maybearguedthatmaking
all hostssecurityhardenedin the bestpossibleway is
perhapsa bettersecurityapproach.But from a practical
pointof view, it maybeprohibitively expensiveto secu-
rity hardenall hosts.Besides,securityhardeningis not
likely to provide an absoluteattack-preventionguaran-
tee. The point of this exampleis to show thatadaptive
useof a combinationof expensive andnon-expensive,
morerestrictive andlessrestrictive measuresin a care-
fully coordinatedstrategy leadsto a longersurvival of
theapplication.

4.3. DefenseMechanismsand Implementation
Details

Thefollowing defensemechanismsareusedto imple-
mentthedefensestrategydescribedabove: OO-DTEac-
cesscontrolmechanism,thereplicationmanagementfa-
cilities of theProteusdependency managementsystem,
Tripwire IDS, ipchains packet filtering mechanism
andQuO’sapplicationleveladaptationcontrol.Figure6
is aschematicdiagramof thedefense-enabledASM ex-
ample. The original ASM componentsare shadedas
they werein Figure1, the new componentsintroduced
for defense-enablingarenot shaded.The thick border
is usedto indicateOO-DTE accesscontrol. The com-
ponentsmarked contract indicateplaceswhereQuO’s
adaptationcontrolmechanismsareinsertedfor interfac-
ing with theotherexternaldefensemechanisms.

TheOO-DTEaccesscontrolmechanismprovidesthe
digital signingof the IIOP messagesin additionto en-
forcing the domain and type basedaccesscontrol on
CORBA objects. The accesscontrol policy is defined
minimally, i.e. eachobjectis givenaccessto only those
methodsof anotherobjectthatit needs.

UsingtheProteusdependabilitymanager, we attempt
to maintaintwo replicasof thedatabaseall the time. A
killed replicawill automaticallyberestarted.Usingthe
QuO systemcondition objectswe interfacewith Pro-
teusto monitor the replicationstatusandissuereplica-
tion managementcommandsasrequiredby ourstrategy.
ThroughProteus,QuO becomesaware of the current
numberof replicasor numberof crashesin eachreplica-
tion host. Similarly, QuOcanissuecommandsto deac-
tivatea replicationhostto Proteus,which would cause
migrationof existing replicason thedeactivatedhostto
otheravailablehosts.Thisawarenessandcontrolallows

usto devisecontractregionssuchasall-hosts-ok, host1-
suspected, host2-suspectedetc. to organizethedefense
andcontracttransitionssuchas:

� all-hosts-ok� host1-suspected:deactivatehost1

� all-hosts-ok � host2-suspected: deactivatehost2
etc.

to to reconfiguresystemsresources.
Thisleadsto thefollowingadaptiveresponsewhenat-

tackersattemptto kill databasereplicas.If thereis a re-
peatedpatternof replicadeathon a host,a new contract
region will be in effect. As part of this contracttran-
sition, that hostwill be deactivated,migratingexisting
databasereplicasfrom thathostto a differentone.Sim-
ilarly, it is possibleto devisecontractregionsindicative
of multiple hostsbeingsuspectsandappropriatetransi-
tion actions.

Eventually, if theattackpersists,therewill bea time
whena significantnumberof hostswill bedeactivated.
SinceQuO keepstrack of how many replicationhosts
areavailable, it is possibleto devise a contractregion,
use-backup-database, for the conditionwhenthereare
not enoughreplication hosts. When contractevalua-
tion leadsto this region,QuOdivertscallsto thebackup
databaseinsteadof the replicateddatabase.The stand-
by database,which is alwayskeptup to dateby design,
quickly takesover.

Figure 6. Schematic diagram of the ASM ap-
plication

As part of the transitionto the use-backup-database
region, QuO engagesthe Tripwire IDS on the backup
host. Tripwire can detectunwarrantedchangesin the
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file systemit monitors,so if theattacker is addingTro-
janprogramsor deletingfiles in thebackuphost,it will
raisean alarm. This will be capturedby a systemcon-
dition, which will causeyet anotherchangein contract
region.

As a result of this contract transition, newer
ipchains rules on that host will be inserted. The
new ruleswill limit externalaccessinto thebackuphost,
by denying for example,FTPandtelnet3 As partof the
sametransition,a changeis madeto the accesscontrol
policy andtheapplicationsparametersareresetto apre-
configuredvalue.Underthechangedaccesscontrolpol-
icy, administratorswill no longerhave the privilege to
changetheapplicationsparameters.The tightenednet-
work filtering, thechangesin accesscontrolpolicy and
the resettingof applicationparametersmodel how the
applicationgetsinto anew securityposturewhenmulti-
plesourcesincludingIDS indicatepotentialattack.

Note thatobjectsthatarepartof theProteusdepend-
ability managementmechanismarealsosubjectto OO-
DTE accesscontrol,soweareprotectedagainstabuseof
Proteusmethodsandreplay/messagecorruptionattacks
on Proteusmessagesaswell.

5. Curr ent Issuesand Future Work

Having demonstratedthat it is possibleto defense-
enableanapplicationin a systematicwayandafterpre-
liminary verificationof theimplementeddefensestrate-
gies by in housetesting, we are now consideringthe
secondorder issueslike in-depthassessmentandeval-
uationof defense-enabling,increasingthe scopeof de-
fensestrategies,making themsaferandmoremodular
andmorereusable.

Properassessmentandevaluationof defense-enabling
perhapsrequiresacombinationof experimentsandanal-
ysis. An analytic approachmight show that under
certain assumptionsabout the attacker’s capability, a
specificstrategy achievestheapplication’s survivability
goal. But, suchassumptionsare easily doubted. For
every suchassumptionaboutthe attacker’s limitations
thereis likely a securityflaw in the network or operat-
ing systeminfrastructurethat invalidatesit. To validate
a defensestrategy by experimentonemustmeasurethe
effort it takesto defeatthatstrategy. Thehardertheat-
tackermustwork, thebetterthestrategy is. However, an
experimentaltestof a defensestrategy mustbe a com-

3Notethatour useof Tripwire andIPchanisis for illustrative pur-
poseonly, describingon demanduseof securitytools thatcanbeex-
pensive, anddynamicchangesin protection. In a real situation,it is
likely thatmany IDSs(perhapsincludingTripwire)will beusedfor de-
tectingintrusioninto thebackuphost.Similarly, thenew ipchains
rules may be more complex than describedhere,and it is certainly
possibleto muchmorethanjust tighteningtheipchains ruleswhen
IDSsraisealarm.

parisonof thework neededto damagetheapplicationin
at leasttwo cases:onein which thedefenseis enabled,
theotherdisabledbecausethework neededto defeatde-
fenseis likely to varygreatlyasafunctionof theskills of
theattacker, andthequality of environment,e.g.,which
operatingsystemversionis in use,whetherknown flaws
arepatched,etc.Thedefense-enablingdescribedin this
paperhasyet to betestedby experiment,but a plan for
suchanexperimenthasbeenwritten.

Integratingdiversemechanismsuniformly sothat the
defensivestrategiescansystematicallyexploit thecom-
bined capabilitiesof the mechanismsis a hard task.
Differentmechanismshavedifferentobjectives,designs
andmodesof operation. Furthermore,differentstrate-
gies call for different modesof usageof thesemech-
anisms. Thereis probablyno single coherentway of
integratingthemechanismsandnewerstrategieswill re-
quirenew mechanismsto beintegrated.Sofar, we have
usedtheQuOmiddlewareandits associatedtoolkit, and
distributedobjecttechnology(for instance,creatinguni-
form adapterinterfaces)to carryout this task.However,
thisinvolvesafair amountof systemengineeringandin-
tegrationfor eachcaseof defense-enabling.In aneffort
to makedefense-enablingeasierto useandreuse,weare
developinga catalogof defensestrategiesanda toolkit
for specifyingandintegratingdefensemechanisms.

Most of the mechanismsreportedin this paperare
protectedby OO-DTE accesscontrol but somemech-
anismsneedfurther work. For instance,many of the
Proteuscomponentsarenon-replicated.AlthoughOO-
DTE protectsunauthorizeduseof theseby theattacker,
an attacker can always kill one or more of the non-
replicatedcomponents.Theissue,surviving thevarious
damagean attacker cancause,is a generalone. As we
have explainedearlier, for defense-enablingto beprac-
tical, a defensestrategy mustaddressa reasonableset
of thesepossibilities,which in turn, requiresmultiple
defensemechanisms.In onekey effort, we are inves-
tigating how to usemorethanoneQoSpropertyman-
agers(suchasProteusandDIRM) in defense-enabling
anapplication.Weexpectto applythesameprincipleof
combiningmultipletechniquesin protectingthedefense
mechanismsthemselves.

6. RelatedWork

Defense-enablingis anew approachthatweproposed
to makedistributedapplicationsmoresurvivable.There
areseveral otherprojectswith similar approach.Maf-
tia [20], an ESPRITproject, modelssuccessfulattack
onasecuritydomain(leadingto corruptionof processes
in that domain) as a “f ault” and then exploits fault-
toleranceapproachesto help the processessurvive the
attack.This couldbethoughtof anexampleof defense-
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enabling.“An AspectOrientedSecurityAssuranceSo-
lution” is a DARPA funded project at Cigital Labs.
(http://www.cigital.com)that usesaspect-orientedpro-
grammingto implementsecurityrelateddirectivesand
codetransformationsthatcanbe integratedwith anap-
plicationprogram.The”Survivability Architecture”[9]
projectaimsto separatesurvivability requirementsfrom
application’s functional requirements.The key differ-
enceof theseprojectsfrom our defense-enablingap-
proachis that our approachis hinged on an adaptive
middlewarethat leadsto a openintegrationof multiple
defensemechanismsin asystematic,reusableway.

Among other activities that are indirectly relatedto
oursaretools andsystemswhoseservicescanbe used
for defense-enabling:projectslike SemanticData In-
tegrity [17], ActiveNetworkFault ToleranceArizona[5]
andvariousIDSs suchasColumbiaUniversity’s JAM
[26], MCNC’sJiNao[7], SRI’sEmerald[15] andGrIDS
[24] from UC Davis.

Adaptive middlewareefforts thataresimilar in spirit
to QuO are also relatedto our work in the sensethat
defense-enablingcanbe implementedon othermiddle-
warestructuresaswell. Variousmiddlewaretools,ser-
vices, managementmechanismsand frameworks like
Qualprobes[10], RTARM [3], Quartz[23], Odessy[16]
andMAQS [2] fall in this category. However, mostof
theseweredevelopedto addressa singlespecificneed:
real-timemediatransfer, supportfor mobility or man-
aging QoS enabledservices. QuO is general-purpose
middleware,andcanbeusedto supportQoSat theap-
plication level. To the bestof our knowledge,QuO is
the only middlewareproject that is beingusedandex-
tendedfor supportingdiversekindsof applicationlevel
QoS,integratingmechanismsandtechniquescoveringa
numberof aspectssuchasmanagedbandwidth,depend-
ability andsecurity.

7. Conclusion

This paper has describedan approachto building
defense-enabledapplications,i.e., applicationsthat can
respondand adaptto intrusionsand attacks. The pa-
per’s basicclaimsareas follows. First, we claim that
defense-enablingaugmentstheprotectionofferedbyop-
eratingsystemsand networks, which can be expected
to be imperfect. Second,we show that monitoringthe
availability and quality of resourcesis one meansto
detectattackson the application. Controlling resource
availability is a key aspectof respondingto attacks,and
henceadaptive resourcemanagementstrategies are an
importantpart of defense-enabling.Finally, we claim
thatmiddlewareis aneffective placeto organizeanap-
plication’s defense,as it is high enoughin a system’s
architecturalhierarchyto spannetworks of distributed,

heterogeneoushostsandpresenta uniform interfacefor
defense,while at thesametimemiddlewareallowscon-
cernsabout the application’s defenseto be kept con-
ceptuallyseparatefrom concernsabouttheapplication’s
functionality. Middleware that hasknowledgeof and
control over both the applicationandthe infrastructure
resourcesis alsotheright placefor organizingastrategy
that must balanceperformanceand functionality with
protectionanddefense.

Viewed in a larger context, the claims of this paper
reinforcea numberof current trendsin computersci-
ence. One suchtrend is to distribute the enforcement
of a system-widepropertysuchassecurity. The argu-
mentthereis that it may be morepracticalthantrying
to enforceit in acentralized“TrustedComputingBase”.
Anothertrendis to make availability andquality of re-
sourcestranslucent,insteadof opaqueasis donein older
middleware,becauseit is betterfor building adaptable
systems.Furtherwork on defense-enablingshouldclar-
ify thevalueof thesetrends.
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